
Managing Forefront Endpoint Protection 

with System Center Configuration Manager 

Stefan Schörling – Schörling & Co AB 

stefan@msfaq.se  



Agenda 

• FEP 2010 Bakgrund & Överblick 

• Vad FEP ger för skydd 

• FEP Arkitektur 

• FEP Installation & Hantering 

 

 



FEP 2010 - Managerbarhet 
Standalone 

+ GPO 

+ Operations Manager 



FEP 2010 - Managerbarhet 

+ Configuration Manager 



Skydd Firewall & Configuration Management 

Anti-rootkit 

Generics and Heuristics 

Antimalware 

Behavior Monitoring 

Dynamic 

Signature 

Service 

Malware Response “MMPC” 

Browser Protection 

Network Vulnerability Shielding 
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Skydd 

 

 

 

 

    Demo... 



SCCM Integration 

ConfigMgr Reporting 

ConfigMgr Console 

ConfigMgr Agent 

FEP Reports 

Forefront  

Endpoint Protection 

2010 
WMI 

ConfigMgr  

DB 

FEP  

Warehouse 

ConfigMgr Server 

DCM 

ConfigMgr 

Forefront Endpoint Protection 2010 

FEP UI 

Managed Computer 

Registry 

Event log 

ConfigMgr Software 

Distribution 

FEP Extensions 

FEP  

Database 



Basic 

FEP Console 

Extension 

FEP Server 

Extensions 
FEP Reports 

Primary / Central Site 

Primary Site Primary Site 
Primary Site 

FEP Console 

Extension 

FEP Console 

Extension 



Basic + Remote Reporting 

Primary Site Primary Site 
Primary Site 

FEP Console 

Extension 

FEP Console 

Extension 

FEP Server 

Extensions 
FEP Reports 

Central Site 

FEP Console 

Extension 



Advanced Installation 

Primary Site Primary Site 
Primary Site 

FEP Console 

Extension 

FEP Reports 

Primary / Central Site 

FEP Reports 

FEP Server 

Extensions 

FEP Reports 

FEP Server 

Extensions 

FEP Reports 

FEP Server 

Extensions 

FEP Console 

Extension 

FEP Console 

Extension 



Planering 

• Datawarehouse 

• Exkluderingar 

• Definitioner 

• Full ~55 MB 

• Delta  ~  

• Binary Delta ~     



Installation 

 

 

 

 

    Demo... 



Upprensning 



Inställningar och Larm 

 

 

 

 

    Demo... 



 



Utrullning av klienter och 

daglig hantering 
 

 

 

 

    Demo... 



Rapportering 

 

 

 

 

    Demo... 



Utmaningar 

• Definitions Distribution 

• Larmhantering 

• FCS till FEP utan Config Mgr vana 

• Tamper Protection 

• SEP Live update not uninstalled 



System Center User Group 

www.scug.se 

Live Groups 

Facebook 



Referens material 
• MSFAQ.SE 

• www.msfaq.se  

• Limited FEP Admin  

• http://social.technet.microsoft.com/wiki/contents/articles/setting-up-a-new-fep-administrator.aspx  

• Capacity Worksheet 

• http://blogs.technet.com/b/clientsecurity/archive/2011/01/19/fep-capacity-planning-worksheet.aspx 

• OSD Install 

• http://blogs.technet.com/b/clientsecurity/archive/2011/01/12/configuration-manager-fep-and-osd.aspx  

• Change retention period in database 

• http://www.msfaq.se/2011/02/fep-changing-retention-period/ 

• Deploying KB981889 

• http://blogs.technet.com/b/clientsecurity/archive/2011/01/17/fep-2010-deploying-client-kb981889-ahead-of-time.aspx 

• Forefront Endpoint Protection Forum 

• http://social.technet.microsoft.com/Forums/en-us/FCSNext/threads  
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• Malware Protection Center 

• http://www.microsoft.com/security/portal/   

• Security Intelligence Report 

• http://www.microsoft.com/security/portal/ 

• AV Comparison 

• http://www.av-comparatives.org/  

• Upgrading FCS to FEP 

 

 

http://www.microsoft.com/security/portal/
http://www.microsoft.com/security/portal/
http://www.microsoft.com/security/portal/
http://www.microsoft.com/security/portal/
http://www.microsoft.com/security/portal/
http://www.microsoft.com/security/portal/
http://www.microsoft.com/security/portal/
http://www.microsoft.com/security/portal/
http://www.av-comparatives.org/
http://www.av-comparatives.org/
http://www.av-comparatives.org/
http://www.av-comparatives.org/


Dashboard möjligheter 



AM Engine FEP Client 
ConfigMgr 

DCM 

ConfigMgr 

Site 
ConfigMgr 

DB 

FEP DWH OLAP 

FEP Dashboard 

FEP Report 
FEP Alerts 

FEP Service SSRS 

Event Log 

1. Malware is detected. 

2. AM Engine blocks the 

malware 

3. Within 10 minutes, 

automatic action is 

performed  

4. Activity recorded in client’s 

event log.  

1. FEP client is notified of the 

event and triggers a DCM 

report (WMI) 

2. SCCM DCM client queries 

FEP client (WMI) 

3. A DCM report is sent to 

SCCM server 

1. FEP dashboard relies on 

SCCM collections. 

2. Admin may manually re-

evaluate the collections 

and refresh the dashboard 

1. Once every 15 minutes, a 

background process is run 

and extract data to FEP DB 

as well as FEP DWH (SSIS) 

1. Once every 2 minutes, FEP 

Service inspect malware 

activity and raise alerts 

10 

15 

2 

FEP DB 

1. An OLAP cube stores 

aggregated historical data 

2. FEP reports query both FEP 

OLAP as well as DWH 

Client 

Site server 

Site server 

FEP Database 

FEP Database 

Reporting server 

FEP Database 

Site server 

State messages are reported every 15 minutes 

 




